o ad_ |TI TECHNOLOGY
JI—I‘\\' INNOVATION DIRECTORATE

~ [0 7 Infrastructure

Veraldi

SCS | Scientific Computing Systems




Agenda

e Background
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e S3DF network layout
o S3DF network performance

« Embargo Network
e« Layer2/3
e |IPsec Tunnels and routing
« Embargo Network monitoring
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SRCF

e SRCF-Il doubled the data center
- capabilities, for a total of 6
megawatts of power capacity.
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S3DF

. S3DF is a compute, storage, and network architecture designed to support massive scale analytics
required by SLAC experimental facilities and programs, including LCLS/LCLS-II, Vera C. Rubin
Observatory, UED, and the Stanford-SLAC cryoEM Center (52C2)

« Rubin USDF is hosted at SLAC within S3DF
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SLAC/USDF network overview
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SRCF/S3DF

High density row: Compute LCLS DRP Rubin
Embargo
T @ 99 . 9 L Q@ P/ T
a a1 = — 1 - 1 = 1 a1 S3DF
:ﬁ e A N o Y A Y Y II Core A
oo |
=1=E=p=l= T _‘% B=g=t=yaliza=ki=p=li=g=nlzq=tl
HEHE E b= EEBH EHEE ERERT
HE BB E Si= srd BEH B8 HEIEEH BE BH |
___1E_E_ﬁ — e [ e DR N LACEE == e — = i — — ___'
p — o A e e Bl ATIS B ! :K:J o o 1
1 ] 1 it — [ 1 ]
HHBEE Al EElon ns AnlaiH AR AR
= f u S g o
I it e | = d
3 rca] — = __.,@
%|¥ ¥|¥¥ﬂ% O : o =
: 1 v I ] | : : | ]
| =
1 | LIRPN b =
s g e Sl ‘s
| ] B
- e R S i .
: ' : ;Il I I | |
| | | I | | |
@ OVERALL BULDING PLAN - LEVEL 2
SRCF-II SRCF-I

TECHNOLOGY S .
SLACT TID Novstion direcrorate SCS | Scientific Computing Systems



S3DF Network Layout

Arista 7050DX4

Avrista 7050DX4

4x Arista DCS-7280R3 (Jericho)

e 24xto 36x 400G ports - ultra deep buffer
e  33x Arista DCS-7050DX4 (Trident)

e 32x 400G ports

e BowTie Model
o Llayer2
m  Allows connections between two different MLAG switch
pairs - 4x400G LACP port channel
m  8x100G to S3DF SLAC routers
USDF EMBARGO
A SEh/T0 rtr-sdf-srcf02 O Layer 3:
eth1/1 11/20— g — eth . . -
t;:/‘:;”uﬁ%l et:ﬁfégv m  For each SVI define a ip virtual-router address
= 5 eth1/2T~ < L) -sdfrubjn2-src H H i
etk ~ Ceds e m  Inter-S3DF VLAN routing will be performed using the
: S MLAG virtual ipv4 address (Assigned to all of the 4 cores)
- \‘ihﬂw aime \ethi\lll
§ g e 1/_8\ e! e eth30/1 fo)
< - 2 1/9 - :::i/lz/i eth29/1g7 Based on VARP
jr 8! SE— 'eth1/17~eth32/1— y eth32/1- A” |t | t h t [ It l t
— r.—%' swh-sdfrubinl-srcf | | OWS mU Ip e SWI C eS O SlmU aneOUS y rOU e
e _ e —— p rir-sdf-srcf0l . .
A T i (s - packets from a common IP address in an active-
@ eth24/3

eth22/1 | 4 eth22/1

active router configuration

= Unlike VRRP, VARP avoids extra hops by allowing

local routing, reducing latency and simplifying the
path.

| peer-link

Arista 7050DX4

o Performance

m 1600Gb backbone across cores

m Leaf switches connected with 400Gb to each core
(2x400G)

050DX4
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Network hardware

“ 7280DR3-24 series: 24 port 400G QSFP-DD
- 9.6 Tbps wire speed performance with 16GB buffer
- Supports 24 x 400G QSFP-DD or up to 96 x 100G

Arista 7050DX4-32S and 7050DX4M-325:
32x 400G QSFP-DD ports, 2 SFP+ ports
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Transceivers and cables

FS.COM, Arista:

400G QSFP-DD to 4 x 100G QSFP56 Passive
Direct Attach Copper Breakout Cable

Compatible Cisco to Arista:

Cisco: QSFP28-100G-DR
Arista:QSFP-DD-400G-DR4

Spine to Leaf:

Arista Networks QDD-400G-FR4
Compatible QSFP-DD 400GBASE-FR4 PAM4 400G to 4x 100G Breakout using 400G-DR4 / XDR4 / PLR4
1310nm 2km DOM Duplex LC/UPC SMF
Optical Transceiver Module

32 x 100G Switches

32 x 400G Switch

e 'y
g " ,ﬂg
400G-DR4 / XDR4 / PLR4 = p—

4x 100G-DR/FR/LR
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S3DF Network Performance

1.6Tb/s max capacity between SRCF-I and SRCF-II
Highest Bow-Tie traffic reached on Feb 11, 2026 ~900Gb/s

Core Port-Channel Throughput Aggregate

1Tib/s

768 Gib/s

512 Gib/s

256 Gib/s

0 b/s

256 Gib/s

-512 Gib/s

-768 Gib/s

-1Tib/s
06:50 07:00 07:10 07:20 07:30 07:40 07:50 08:00 08:10 2026-02-1108:14:30 09:00 09:10 09:20 09:30 09:40

== |n Port-Channel100 == |n Port-Channel200 == OQut Port-Channel100 == Out Port-Channel200 ) .
e Qut Port innel100 -874 Gib/s
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Embargo Layout

HAProxy LB and SSL termihation

Ceph multisite deployment
(logical diagram)

( Cluster “public” network 172.16.x.x/23
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Requirements

o Resiliency (Maximize Uptime)

o  Steady State Capacity: 800 TiB

o Encryption

o Performance: 7s Latency
Delivered

o  Usable 1.8 PiB
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Embargo network — Layer 2/3

o 2Xx Arista DCS-7280CR3MK
« 32x 100G ports
« 4x 400G ports
« VRRP
« 30 servers connected
« Two redundant zones for Ceph S3 storage
« 1 perfsonar node
. 4interfaces
« Outside tunnel Throughput
« Outside tunnel Latency
« Inside tunnel Throughput
« Inside Tunnel Latency
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Embargo network layout

Eth 1/3

Eth 1/31

Eth 1/32

Eth 1/32 rtr-sdf-srcfol rtr-sdf-srcf02

Eth 1/2 Eth 1/22

Eth 1/21§ Eth 1/22

Po101
mlag101

~l

Eth 29/1

Eth 30/ Eth 29/1 Eth 30/1

Eth 32/1

Eth 26/1

SVI peer address Eth 31/1

10.255.254.1

Eth 31/1
10.255.254.2

Eth23/

Eth24/ Eth28/

134.j.p.q

IPSec traffic

SDF-RUBIN-PUB

172.g.h.i

134k

SDF-RUBIN-PRV

h ethl

10.x.y.z

SDF-RUBIN-PSNR-SN1
sdfembps001

RUBIN-LATENCY-IPSEC

TECHNOLOGY

SLAZTI
& b M\ INNOVATION DIRECTORATE

perfSonar IPSec throughput test

Throughput

10Gb/s g

8 Gb/s
6 Gb/s
4 Gb/s
2 Gb/s

0b/s
19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00

== SLAC_sdfembps001.slac.stanford.edu - RubinObs_perfsonar1-lhn01.cp.Isst.org (iperf3) - IPv4
== RubinObs_perfsonar1-lhn01.cp.Isst.org > SLAC_sdfembps001.slac.stanford.edu (iperf3) - IPv4
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Embargo network monitoring

IPsec Tunnel Status

Shut

Established (Normal State) Rubin First Alerts Day — Feb 24th

Idle

Connecting

Unknown
21:30 21:35 21:40 21:45 21:50 21:55 22:00 22:05 2210 22:15 22:20

== Tunnel101, swh-sdfrubinl-srcf == Tunnel103, swh-sdfrubinl-srcf == Tunnel102, swh-sdfrubin2-srcf == Tunnel104, swh-sdfrubin2-srcf

IPsec Interface Throughput

4 Gib/s
3 Gib/s
2 Gib/s
1Gib/s

0 b/s

21:30 21:35 VAR 21:45 21:50 21:55 22:00 22:05 22:10 22:15 22:20

== Ethernet31/1, swh-sdfrubinl-srcf === 7 - V -

Ethernet31/1, swh-sdfrubinl-srcf == / 1 y — y A SCS | SC|ent|f|C Com pUtlng SyStemS



Security - Network ACL

IP Access List rubin-tunnell0l
counters per—-entry
10 permit ip host 139.x.y.z host 134.a.b.d [match 13242001111 packets, 0:00:00 ago]
11 permit ip host 134.a.b.c host 134.a.b.d [match 10229 packets, 0:05:03 agol
30 permit ahp host 139.x.y.z host 134.a.b.d
40 permit esp host 139.x.y.z host 134.a.b.d
50 deny ahp any any
60 deny esp any any
70 deny ip any any [match 1066731 packets, 0:00:00 ago]
(implicit) deny ip any any
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S3DF Network evolution

e Justimplemented:
o New hardware accelerated wire-speed NAT
e 2x Arista DCS-7050CX3
o MLAG All Active Multipath (layer 2)
o Redundant HA setup

e This will allow better and improved performance of all
network connections exiting SLAC from the compute
nodes

e Longerterm:

o Next generation network for the whole data center
800/1600Gbit port speed

o 800Gb/s 802.3df
e 1.6Tb/s 802.3dj (July 2026)
e Investigating Overlay networking, MP-BGP eVPN VxLAN
o Cybersecurity:

o We are constantly working with SLAC Cyber to be compliant
with requirements and DoE mandates.
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